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History of Wi-Fi
•WEP (1999): quickly broken [FMS01]


• WPA1/2 (~2003)


Offline password brute-force


KRACK & Kraken [VP17,VP18]

• WPA3 (2018):


Dragonblood side-channels [VR20]

https://www.krackattacks.com https://www.fragattacks.comhttps://www.eset.com/int/kr00k https://wpa3.mathyvanhoef.com
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Research question: how are security contexts managed?
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Formally known as the ‘security association’ in the IEEE 802.11 standard:


• Protocol suites, negotiated encryption keys, packet counters, … 


• All information needed to securely communicate.



The Security Context

Formally known as the ‘security association’ in the IEEE 802.11 standard:


• Protocol suites, negotiated encryption keys, packet counters, … 


• All information needed to securely communicate.

What is the relation between security context and frames in the transmit 
queues?


• What happens to a queue if the security context changes? 
E.g., reconnection.
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1. Can an Adversary Manipulate the Queue 
and Security Context?

2. What are the implications?



Finding 1: Leaking Frames 
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Attack 1: leaking frames

frames leaked under undefined 
security context




Undefined security context: FreeBSD example
How the frame is leaked depends on kernel version & driver:

Version driver (vendor) Leakage
13.0 run (Ralink) Plaintext
13.1 run (Ralink) WEP with all-zero key
13.1 rum (Ralink) CCMP with group key
13.1 rtwn (Realtek) CCMP with group key



Undefined security context: FreeBSD example
How the frame is leaked depends on kernel version & driver:

Version driver (vendor) Leakage
13.0 run (Ralink) Plaintext
13.1 run (Ralink) WEP with all-zero key
13.1 rum (Ralink) CCMP with group key
13.1 rtwn (Realtek) CCMP with group key

› Malicious insiders know the group key!

› Linux, NetBSD, open Atheros firmware also affected




Root cause

Standard isn’t explicit on how to manage buffered frames

• Should drop buffered frames when refreshing/deleting keys

[CKM20]: A Formal Analysis of IEEE 802.11’s WPA2 by C. Cremers, B. Kiesl, and N. Medinger (USENIX Security)



Root cause

Standard isn’t explicit on how to manage buffered frames

• Should drop buffered frames when refreshing/deleting keys

Lesson: include transmit queue in formal Wi-Fi models

• Because buffered frames are not yet encrypted (unlike TLS)

• [CKM20] modelled transmit queue but not key deletion!

[CKM20]: A Formal Analysis of IEEE 802.11’s WPA2 by C. Cremers, B. Kiesl, and N. Medinger (USENIX Security)
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Attack 2: Bypassing Wi-Fi Client Isolation
Attack targets networks that use client isolation:


• Defense mechanism against malicious or compromised inside clients.


• Typically networks in large organizations, universities, public hotspots. 
 
 
 

Attacker can connect to the network, but not communicate with others.

… unless we can manipulate the security context!
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Experiments: home APs 



Experiments: home APs 

All tested professional & home APs were vulnerable


 Design flaw in Wi-Fi client isolation!
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Attack 2: Bypassing Wi-Fi Client Isolation
Internet

Router

Router forwards 
reply to victim’s 
MAC address.

Note: must connect before 
response arrives



Attack 2: Bypassing Wi-Fi Client Isolation

Think of it as a fast security context override.


• Requires the attacker to reconnect within certain time restrictions.


• Timing restrictions no concern within transatlantic connections (UDP ~ 70 
ms), reasonable within European connections (UDP ~13 ms).


• Protocols such as TCP retransmit when not acknowledged, thus trivial to 
intercept.
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Think of it as a fast security context override.


• Requires the attacker to reconnect within certain time restrictions.


• Timing restrictions no concern within transatlantic connections (UDP ~ 70 
ms), reasonable within European connections (UDP ~13 ms).


• Protocols such as TCP retransmit when not acknowledged, thus trivial to 
intercept.

Adversary can spoof MAC address of a server or gateway in the LAN.
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Client identities are not bound to each other:


• IEEE 802.1X Identity (username), and


• IP/MAC Addresses.


No concept of ‘protected ownership of a MAC address’ (as is the case in IEEE 
802 LANs).


Thus, an adversary can spoof the client’s identity on other layers.

Why?
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Attack 2: Bypassing Wi-Fi Client Isolation

• This is not a simple (or difficult) code fix for anyone.


• Needs to be addressed within multiple network components, beyond an 
access point.

Solutions? Probably not realistic, practical, or sufficient: 

• Reject recently-used MAC addresses (e.g., a ten second delay if client 
isolation is configured).


• Network configurations to use separate (un)trusted clients (e.g., different 
SSIDs, usage of VLANs).


• Require connection establishments to use a cached key if recently-used 
MAC address.



Summary
• Standard is vague and requires explicit elaboration on managing buffered frames


• Can leak frames under different security context


• Important to model/define transmit queues


• Can bypass client isolation


• All devices vulnerable -> design flaw


• Hard to fully prevent


• Some DoS attacks also possible (paper has details)

 
https://github.com/vanhoefm/macstealer


https://github.com/domienschepers/wifi-framing
CVE-2022-47522

https://mentor.ieee.org/802.11/dcn/23/11-23-0537-00-000m-

Thank you!

https://github.com/vanhoefm/macstealer
https://github.com/domienschepers/wifi-framing

