
Finding Practically-exploitable
Cryptographic Vulnerabilities in Matrix

6th Workshop on Attacks in Cryptography, 20th August 2023

Martin Albrecht (King’s College London*)
Sofía Celi (Brave Software)
Benjamin Dowling (University of Sheffield)
Dan Jones (Royal Holloway, University of London)

martin.albrecht@kcl.ac.uk
cherenkov@riseup.net

b.dowling@sheffield.ac.uk
dan.jones@rhul.ac.uk

* Work completed whilst working for

Royal Holloway, University of London.

me



Matrix



Matrix



Element



Element



Our Work



Matrix
A comprehensive secure messaging solution.



(A,1) (A,2) (A,3)

(C,1) (C,2) (C,3)

(B,1) (B,2) (B,3)

Matrix
A comprehensive secure messaging solution.



(A,1) (A,2) (A,3)

(C,1) (C,2) (C,3)

(B,1) (B,2) (B,3)

Matrix
A comprehensive secure messaging solution.



(A,1) (A,2) (A,3)

(C,1) (C,2) (C,3)

(B,1) (B,2) (B,3)

Matrix
A comprehensive secure messaging solution.



(A,1) (A,2) (A,3)

(C,1) (C,2) (C,3)

(B,1) (B,2) (B,3)

Matrix
A comprehensive secure messaging solution.



(A,1) (A,2) (A,3)

(C,1) (C,2) (C,3)

(B,1) (B,2) (B,3)

Matrix
A comprehensive secure messaging solution.



(A,1) (A,2) (A,3)

(C,1) (C,2) (C,3)

(B,1) (B,2) (B,3)

Matrix
A comprehensive secure messaging solution.



Research



Research



Research



Research



Research



Secure Secret
Storage & Sharing

Megolm
Key Backups

Olm

Megolm

Cross-signing
Framework

Verification
Framework

Key Request
Protocol

Matrix
Overview



Secure Secret
Storage & Sharing

Megolm
Key Backups

Olm

Megolm

Cross-signing
Framework

Verification
Framework

Key Request
Protocol

Cross-signing

Cryptographic
identities for users
and their devices.

& Verification

Self-verification
Users sign their own
devices to indicate
trust.

Cross-signing
         Users sign each     
         other's identities.



Secure Secret
Storage & Sharing

Megolm
Key Backups

Olm

Megolm

Cross-signing
Framework

Verification
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Key Request
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Olm

Secure pairwise
channels between
devices.

Initial key exchange via
Triple Diffie-Hellman.

Continuous key
exchange via 

Signalling layer for
other sub-protocols in
Matrix.

         Double Ratchet.
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Compose together
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(may be password-
derived).
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Secret Storage:
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Secure Secret 
Storage & Sharing

Root secret for
a  user's account
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We found many of these
attacks while formalising
each sub-protocol as part
of the modelling work.
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Verifying device identities
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Is (A,1) one of

Alice's devices?
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Keys:
  1. device id: dpk
  2. mpk: mpk

Please sign
my keys

(A,1) (B,1)

2. Send keys for signing 

Cross-signing and Verification
Short Authentication String Protocol
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3. Sign keys 

Keys:
  1. device id: dpk
  2. mpk: mpk

(A,1) (B,1)

Will do!

For user-to-user
verification

For device-to-device
verification

Cross-signing and Verification
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Device ID is
controlled by the
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Verification

(A,1) (B,1)

Aim: Trick clients into
signing an attacker
controlled identity.

If we set Alice's device
identifier to a valid cross-
signing key, can we trick
Bob into signing it as if it
were Alice's? Yes

1. Construct a string mpk_adv
as a valid Device ID and 

user cross-signing key (mpk)

ATTA
CK



Keys:
  1. mpk_adv: dpk
  2. mpk: mpk

User/Device
Confusion in 
Out-of-Band
Verification

(A,1) (B,1)

Device ID/cross-
signing key set by

the homeserver
Aim: Trick clients into
signing an attacker
controlled identity.

If we set Alice's device
identifier to a valid cross-
signing key, can we trick
Bob into signing it as if it
were Alice's? Yes

2. Assign mpk_adv to (A,1) as
its device identifier

ATTA
CK
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User/Device
Confusion in 
Out-of-Band
Verification
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Bob expects Alice's
master public key to be

mpk_adv not mpk

Aim: Trick clients into
signing an attacker
controlled identity.

If we set Alice's device
identifier to a valid cross-
signing key, can we trick
Bob into signing it as if it
were Alice's? Yes

3. Advertise Alice's master
public key as mpk_adv to

everyone but Alice

ATTA
CK
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  1. mpk_adv: dpk
  2. mpk: mpk

User/Device
Confusion in 
Out-of-Band
Verification

(A,1) (B,1)

Aim: Trick clients into
signing an attacker
controlled identity.

If we set Alice's device
identifier to a valid cross-
signing key, can we trick
Bob into signing it as if it
were Alice's? Yes

4. Alice's client asks Bob
to sign mpk_adv!

ATTACK
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User/Device
Confusion in 
Out-of-Band
Verification

(A,1) (B,1)

Active MITM

Aim: Trick clients into
signing an attacker
controlled identity.

If we set Alice's device
identifier to a valid cross-
signing key, can we trick
Bob into signing it as if it
were Alice's? Yes

ATTACK
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Megolm
2. Bob and Claire recieve and verify Alice's session.



Megolm
3. Bob and Claire generate and distribute their own sessions.



Megolm
4. Alice sends a Megolm message to Bob and Claire.



Megolm
5. Bob and Claire decrypt and verify Alice's message.
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Request-response
protocol.

Allows devices to
request and share keys
between each other.

Responding device
must ensure
requesting device is
entitled to the keys.

Keys are shared over
Olm.



Key Request Protocol
1. Alice's device receives a ciphertext it can't decrypt.

A, 2A, 1

I don't have
the keys to

decrypt this...



Key Request Protocol
2. Alice's client requests a copy of the decryption keys.

A, 2A, 1

Can I have a copy
of this session?



Key Request Protocol
3. Another device (possibly) shares their copy of the keys.

A, 2A, 1

Let me check...
yeah, here you go!



Key Request Protocol
3. Another device (possibly) shares their copy of the keys.

A, 2A, 1

Let me check...
yeah, here you go!



A, 2A, 1

Key Request Protocol
4. (Possibly) accept shared keys then decrypt message.

(A,1) is trusting
(A,2) to set the

inbound session
for other senders

(e.g. Bob).   
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A, 1



Key Request Protocol
4. (Possibly) accept shared keys then decrypt message.

A, 1
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Allows attackers to
inject an inbound
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Impersonation *
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Impersonation
through key sharing

Missing checks on the
receiving side.

Allows attackers to
inject an inbound
Megolm session as if it
were someone else's.

Impersonation *
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ATTACK
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Olm and Megolm are
generally interchangable
in the specification.

With some special
casing.

Modelling Olm's
Composition



How to differentiate
messages from different
protocols and purposes?

Modelling Olm's
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How to differentiate
messages from different
protocols and purposes?

Determine if message
was encrypted by

checking if ipk_snd has
been set.

Modelling Olm's
Composition



How to differentiate
messages from different
protocols and purposes?

But never check
which algorithm was
used for encryption!

Modelling Olm's
Composition
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Yes

ATTACK
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Protocol Confusion
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Olm/Megolm
Protocol Confusion

Messages from
B* are not

marked as FWD.

Yes

ATTACK

Keys sent as part of
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are fully trusted.
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Can we share a session key
over Megolm?



Olm/Megolm
Protocol Confusion

Messages from
B* are not

marked as FWD.
Impersonation

(no caveat)

Yes

ATTACK

Keys sent as part of
Megolm's initial key share
are fully trusted.
But they are sent over Olm. 

Can we share a session key
over Megolm?
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Asynchronous
alternative to Key
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sessions are encrypted
and saved to the
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Encrypt using a secret
key shared between a
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1. Setup

A, 2A, 1



Megolm Key Backups
2. Backup

A, 2A, 1

1. Generate ephemeral key
    for ECDH with bpk
2. Derive encryption keys with HKDF
3. Encode session
4. Encrypt-then-MAC



Megolm Key Backups
2. Backup

A, 2A, 1

3. Encode session
4. Encrypt-then-MAC



Megolm Key Backups
2. Backup

A, 2A, 1

?
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Encrypt secrets and
store on homeserver.
Shared symmetric key
(may be password-
derived).

Use Olm to share
secrets to newly
verified devices.

Backup, recover and share
user-level secrets.

E.g. Alice's (msk, usk, ssk).

Secret Storage:

Secret Sharing:

Secure Secret 
Storage & Sharing
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Example: Sharing secret for Megolm Key Backups

A, 2A, 1



Secure Secret Sharing
Example: Sharing secret for Megolm Key Backups

A, 2A, 1



Secure Secret Sharing
Example: Sharing secret for Megolm Key Backups
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ATTACK

Since Secure Secret
Sharing uses Olm to share
secrets between devices
(incl. Megolm backup keys)

A, 2A, 1

Adversary
controlled 
backup keys

(A,1) will now back-up all Megolm
decryption keys/inbound sessions

Can we pull off the same
trick off again? Yes

Confidentiality
break
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A B

C E

G = (A, B, C, E)

Group membership is
managed through
events.

Like messages in the
room.

These events are
unauthenticated.

Group
Administration
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Aim: add a server-
controlled user to the
group attack.

Can the server forge group
invites?
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A B

C E

G = (A, B, C)

Aim: add a server-
controlled user to the
group attack.

Can the server forge group
invites?

Alice invited Eve
to the group

Server Control of
Group Membership

ATTACK



A B

C E

G = (A, B, C, E)

Aim: add a server-
controlled user to the
group attack.

Can the server forge group
invites? Yes

Confidentiality
break *

* for future messages only

Server Control of
Group Membership

ATTACK

* detectable in the interface



Common issue among
real-world group
messaging protocols.

More is Less: both Signal
and WhatsApp were
vulnerable to a burgle-into-
the-group attack.

Server Control of
Group Membership



Common issue among
real-world group
messaging protocols.

Server Control of
Group Membership

Matrix has a fix 
in progress!
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Modelling
Matrix

Completed formalisation of
Matrix' cryptographic core.

Security analysis and proof
focuses on subset aiming
to capture how the security
of messages is affected by
device-to-device
interactions and state
sharing.



Interested?



Find our paper at
 https://ia.cr/2023/485.




Keep an eye out for the 
follow-up modelling paper!

https://ia.cr/2023/485
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Keys:
  1. mpk_adv: dpk
  2. mpk: mpk

(A,1) (B,1)

SAS Attack

1.

2.

3.


