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TLS is Widely Used

< C | O 8 https://fvww.cryptanalysis.fun e




TLS Handshake
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TLS Handshake Internally

"y S

i
< Hello — (EC)DHE
A Certificate =+ | (EISS)RH
< Key Exchange @ ’ SSADSS
< Hello Done Signature
Key Exchange o >

7
< Application > ﬁ



TLS Session Resumption
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TLS Session Resumption using Tickets

Handshake
(RSA, FFDH, EC\ Trkat
ApplicationData
(AES, CHACHA, ..)

Ticket \ N

ApplicationData W
(AES, CHACHA, ..)




What is a Ticket?

& =Enc_,( /)

Server stores one - used for all clients

Client stores and &

STEK (Session Ticket Encryption Key)



Session Tickets Boost Performance

near 100% Browser Support
~75% Server Support
-50% connection establishment time

-95% CPU time

B 100 Fresh handshakes veal time
M 100 Session resumptions

4.212 sec

B 100 Fresh handshakes CPU time

M 100 Session resumption

30.45 ms

https://blog.cloudflare.com/tls-session-resumption-full-speed-and-secure/
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Session Tickets Have Known Issues
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Session Tickets Have Known Issues
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Session Tickets Have Known Issues

T
Handshake
WE NEED TO TALK ABOUT SESSION
(RSA, FFDH, ECDH WE NEE
N O

Issues & Impact of STEK compromise

ﬁ 1. No key exchange

= Can decrypt passively
= Can impersonate actively
2. Same secret reused
= Can decrypt previous sessions
3. Tickets sent in plaintext
= Can decrypt first connection
immediately

ApplicationData
(AES, CHACHA, ..))

ApplicationData
(AES, CHACHA, ..))
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TLS Session Tickets

Brief Summary

» Speed up handshake
* No key exchange
 No certificate

* Encrypted using STEK

« Known only to server

« STEK compromise catastrophic

» Passive traffic decryption
» Decrypt previous and future sessions
» Active server impersonation
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Motivation: GnuTLS

CVE-2020-13777 Learn more at National Vulnerability Database (NVD)
e CVSS Severity Rating ¢ Fix Information e Vulnerable Software Versions ¢ SCAP Mappings e CPE Information

Description
GnuTLS 3.6.x before 3.6.14 uses|incorrect cryptography for encrypting a session ticket/(a loss of confidentiality in TLS 1.2, and an

authentication bypass in TLS 1.3). The earliest affected version is 3.6.4 (2018-09-24) because of an error in a 2018-09-18 commit.
Until the first key rotation, the TLS server always usesiwrong data in place of an encryption keyiderived from an application.

% = 0x00000000000000000000000000000000

How widespread is something like this?

-> Scan servers in the wild ;




Live Demo



Ticket Format?

Connect >

Session Ticket |

<

How to determine whether STEK=0000007?

- Handshake I ryrotnenl* Now Caoccinn Taicloat

Handshake| = decrypt with key=000000

Length: 23

- TLS Session Ticket

What to decrypt?
“TLsv Where's the 1V?

- TLSv
Co

800 seconds (1 day, 4 hours)

06107535a8f78ad15813134dca563e7...

pec Protocol: Change Cipher Spec

Where’s the Ciphertextr) col: Encrypted Handshake Message

\/lAaveasnn:s TIC 4 N [(nxnDNnD)\

050 cO 00 e5 d2_oh 2f A7

DO60O
0O70
0O8O cb 45 48 c6
0O90 93 58 7a cO

0Oao of f4 e6 2a

How do tickets actually work?

2h a5 1A 10 A1 A7 K2 KAa

3e bo 02 3e 4f e7 f7 45
68 f7 c6 d4 dO 20 66 a7
d7 a3 59 db b2 a2 36 61
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Session Tickets on the Byte Level

& =Enc._(P)

« RFC 5077: >
/H
|
s\
ED,“ON\U :
o) go 2
« AES-128-CBC Oﬂ\\J o 00\.\\6
\
+ HMAC-SHA-256 \mo\eme“‘a‘
e Encr~ ~aC

_guiar key rotation



Our Plan

vint8_t *ptr;
if (!CBB_add_bytes(out, key_name, 16) ||
ICBB_add_bytes(out, iv, EVP_CIPHER_CTX_iv_length(ctx.get())) ||
ICBB_reserve(out, &ptr, session_len + EVP_MAX_BLOCK_LENGTH)) {
return 0O;

}

1. Analyze open-source implementations
» Ticket format
 Algorithms

* Look for immediate issues

2. Large-scale analysis
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Open Source Analysis
Algorithms

RFC 5077 AES-128-CBC HMAC-SHA-256

BoringSSL AES-128-CBC HMAC-SHA-256



Open Source Analysis

Algorithms
RFC 5077 AES-128-CBC HMAC-SHA-256
BoringSSL AES-128-CBC HMAC-SHA-256
Botan AES-256-GCM (GMAC)
GnuTLS AES-256-CBC |[HMAC-SHA-1| As Recommended
GoTLS AES-128-CTR HMAC-SHA-256
MarkSSL(TLS 1.2)  [AES:256.CBC _______ HMAC:SHA256_| Complexity
MatrixSSL (TLS 1.3) AES-256-GCM (GMAC) Key Wearout Possible I' Addresse dI
mbedTLS AES-128/256{GCMICCM = (GMAC/CBCMAC)
OpenSSL IAES-256-CBC_____ HMAC-SHA-256 | Weaker than Recommended |
Rustls ChaCha20 Poly1305
s2n AES-256;GCM (GMAC)
Apache |AES-128-CBC____ HMAC-SHA-256 |
Nginx IAES-128/256-CBC _ HMAC-SHA-256 |

OpenLiteSpeed AES-128-CBC HMAC-SHA-256
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Open Source Analysis
Format

key name IV len encrypted_state
168 168 2B <len>

MAC
32B

only included by 2
5 Libraries: 12B

mbedTLS: 4B
Botan 4B
Rustls OB

Botan: magic Botan: seed




Open Source Analysis

Conclusion

RFC 5077 AES-128-CBC HMAC-SHA-256 key name v len encrypted_state MAC
BoringSSL 'AES-128-CBC HMAC-SHA-256 18 1% 22 i 2
Botan AES-256{GCM (GMAC) only included by 2

GNuTLS AES-256-CBC HMAC-SHA-1 5 Libraries: 12B

GoTLS AES-128-CTR HMAC-SHA-256

MatrixSSL (TLS 1.2) |AES-256-CBC __ HMAC-SHA-256 , mbedTLS: 48

* Close to recommended format
» Some fields shorter
* |V/Nonce before ciphertext
* Encrypt-then-MAC

« Some complexity

* One weaker algorithm

no immediate issues




Our Plan

1. Analyze open-source implementations
 Ticket format
 Algorithms

 Look for immediate issues

2. Large-scale analysis

Propose potential pitfalls

How to gather tickets

How to analyze tickets

Perform Scan
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Large Scale Evaluation
Potential Pitfalls

Offline Plaintext session tickets
just need ticket « Would still work

Weak STEK (enc or auth)

« 0x000000, 0x010203, ...
* Also check weak algorithms

Reused Keystream
* e.g. CTR/GCM with reused nonce

Online Authentication Issues

observe sever behavior « Bitflips
« CBC Padding Oracle



Large Scale Evaluation
Plaintext Ticket

gD
Connect >
’ < Session Ticket | , =

- Handshake Protocol: New Session Ticket

Handshake Type: New Session Ticket (4)

Length: 235

- TLS Session Ticket

Session Ticket Lifetime Hint: 100800 seconds (1 day, 4 hours)
Session Ticket Length: 229
Session Ticket: 02d32b3f673ba516106107535a8f78ad158f3134dca563e7...
» TLSv1l.2 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
- TLSv1l.2 Record Layer: Handshake Protocol: Encrypted Handshake Message

Content Type: Handshake (22)

\/IAnvedinns TILO A4 N [nxvnDnn )\

0050 00 es5
0060
0070
0O80
0090
00ao
00bo
POco
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Large Scale Evaluation
Testing for Weak STEK

gD
Connect >
’ < Session Ticket | , g'

- Handshake Protocol: New Session Ticket

Handshake Type: New Session Ticket (4)

Length: 235

- TLS Session Ticket

Session Ticket Lifetime Hint: 100800 seconds (1 day, 4 hours)
Session Ticket Length: 229
Session Ticket: 02d32b3f673ba516106107535a8f78ad158f3134dca563e7...
» TLSv1l.2 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
- TLSv1l.2 Record Layer: Handshake Protocol: Encrypted Handshake Message

Content Type: Handshake (22)

\/IAnvedinns TILO A4 N [nxvnDnn )\

0050 00 es5
0060
0070
0O80
0090
00ao
00bo
POco
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Large Scale Evaluation
Testing for Weak STEK

1. Decrypt Ticket
2. Check for master secret in plaintext

« Unknown algorithm, key, IV, structure

b26b38b49fa971dee53e5137b0e73226c74e0cbd21d5¢c4042fad0b0a8c6747ef5e43969%9a42e£f883blc529fc

[ A
Y Y

IV Ciphertext
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Large Scale Evaluation
Testing for Weak STEK

1. Decrypt Ticket
2. Check for master secret in plaintext

« Unknown algorithm, key, IV, structure

b26b38b49fa971dee53e5137b0e73226c74e0cbd21d5¢c4042fad0b0a8c6747ef5e43969%9a42e£f883blc529fc

Y Y

1V Ciphertext
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Large Scale Evaluation
Testing for Weak STEK

1. Decrypt Ticket
2. Check for master secret in plaintext

« Unknown algorithm, key, IV, structure

b26b38b49fa971dee53e5137b0e73226c74e0cbd21d5¢c4042fad0b0a8c6747ef5e43969%9a42e£f883blc529fc

A
Y Y

\Yj Ciphertext
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Large Scale Evaluation
Testing for Weak STEK

1. Decrypt Ticket
2. Check for master secret in plaintext

« Unknown algorithm, key, IV, structure

b26b38b49fa971dee53e5137b0e73226c74e0cbd21d5¢c4042fad0b0a8c6747ef5e43969%9a42e£f883blc529fc

Y Y

\Yj Ciphertext

« AES, ChaCha, DES, 3DES?
« ECB, CBC, CTR, GCM?
« Key?
« 0x000000, 0x000102, OxFFFFFF



Large Scale Evaluation
Brute Forcing the STEK

Tested TLS “related” encryption algorithm combinations:
« DES : ECB, CBC mode
« 3DES : ECB, CBC mode
« AES-128/256: ECB, CBC, CTR, CCM, GCM mode (ignoring auth)
« ChaCha20

Tested TLS “related” authentication algorithms:
« HMAC: MD5, SHA1, SHA256, SHA384 and SHA512

144 potential keys

>400 potential formats (encryption)



Large Scale Evaluation

Methodology
Connect >
< Session Ticket | I
111
Connect >
< Session Ticket |
10x TLS 1.3 Connect >
|

Session Ticket

10x TLS 1.2 <

For online analysis
Connect

mOdifiEd TiCkeT

< 277




IPF

IP100k

pre-T1M

T1M
T100k

ZMap

Scans

port 443

ZMap

port 443

Tranco\

s/ ZGrab2

TLS

Tickets

TLS-Crawler

Controller

TLS-Crawler
Worker

Tickets

TLS-Scanner

with, Online Tests
‘more

|
TLS-Attacker J

more
Offline
Tests

Results
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Results

Offline Analysis Online Analysis
Unencrypted Weak Reused Missing Auth. Padding
Scan Ticket STEK Keystream Protection Oracle
pre-T1M 0 1923 — — —

» Scope: Tranco 100k — 1.9% vulnerable

Most of the servers belonged to AWS

STEK = 0x00 00 00...

Reported April 2021, fixed within 8 hours

Maybe introduced in September 2020 (internal NGINX change)



Results

Offline Analysis

Unencrypted
Scan Ticket
pre-T1M 0
T1M 0
T100k 0
IP100k 0
IPF 0
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Results

Offline Analysis

Reused
Scan Keystream
pre-T1M -
T1M _
T100k 0
IP100k 0
IPF 1
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Results

Online Analysis

Missing Auth. Padding
Scan Protection Oracle
pre-T1M — _
T1M — =
T100k 0 0
IP100k 0 0

IPF
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Results

Offline Analysis

Weak
Scan STEK
pre-T1M 1923
T1M 3
T100k 1
IP100k 0
IPF 189
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Results Summary

 No authentication issues

* One reused keystream

* Weak keys
* Many 00-keys Encryption Key Authentication Key
e 00010203 ... 00 00 ... 00 0O _

. PIONT 00 00 ... 00 OO 00 00 ... 00 QO
 Partially initialized keys

 HMAC key initialized, AES key 0000
« Half initialized



Why Wasn’t This Found Earlier?

- Handshake Protocol: New Session Ticket

e Tickets still work Handstr:ake Type: New Session Ticket (4)
Length: 235
. |nC|uding resumption - TLS Session Ticket

Session Ticket Lifetime Hint: 100800 seconds (1 day, 4 hours)
Session Ticket Length: 229
Session Ticket: 02d32b3f673ba516106107535a8f78ad158f3134dca563e7...
» TLSv1.2 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec

. . - TLSv1l.2 Record Layer: Handshake Protocol: Encrypted Handshake Message
STEK IS hard tO aUd|t Content Type: Handshake (22)

\iAavedinn: TIC 4 9 [NvnDn2)\

« Have to try each possible key coce TR

. POE70O
 Ticket format unknown R
PO9O
POand
PObO
POCco
Pedo
POed
Pefo
P1OO
P110
P120
P130
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Issues in TLS 1.2

I g

< Handshake (incl. Key , WE NEED TO TALK ABOUT SESSION
% Tic TICKETS

84
Issues:
Application > ﬁ 1. No key exchange
2. Same secret reused

Ticket
Handshak , 3. Tickets sent in plaintext
204

‘e

)
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Improvements in TLS 1.3

I g

< Handshake (incl. Key , WE NEED TO TALK ABOUT SESSION
% Tic TICKETS

284
Issues > Solutions:
Application > ﬁ 1. No key exchange
» Allow key exchange

2. Same secret reused
> Derive new secrets

, 3. Tickets sent in plaintext
» Sent encrypted

Ticket
Handshak
254

e

‘e

)
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Issues in TLS 1.3

Handshake (incl. Key EXx) * If no Key Ex:

* Decrypt Application
« Read 0-RTT Data
» Impersonate Server
« TLS 1.2 is widely used

< Ticket
Application

N
Ticket _ 0-RTT
Handshake (opt. Key Ex)

Application

44
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We Really Need(ed) to Talk
About Session Tickets

Findings

Conclusions

Takeaways

0000 isn’'t a secure key
Tickets undermine TLS security guarantees

Hidden danger in:

* Crypto shortcuts
 Silently breaking crypto
« Unauditable crypto

Design protocols auditable for both parties

Add defense in depth to your implementation
« Check key material before use
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