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What is Threema?

- An “end-to-end encrypted instant messaging 

application” for Android and iOS

- 11 million private users worldwide
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Lamest Vendor Response 2023 goes to…



How did we get here?
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Attack: C2S Ephemeral Key Compromise

Attack: Vouch Box Forgery

Attack: Message Reordering/Omission

Attack: Message Replay/Reflection

Attack: Kompromat

Attack: Compression-Side 
Channel on Threema Safe

Attack: Threema ID Export

#
#
#
#
#
#


Technical Talks
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https://youtu.be/sthXs4zJ5XU?t=1892 https://www.usenix.org/conference/
usenixsecurity23/presentation/paterson
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2012



What do we want?

E2E

C2S C2S
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What we want? End-to-End Encryption!

E2E
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E2E Protocol
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No Forward Secrecy!
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What went wrong?
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metadata-box

E2E Protocol: Message Structure

msg type message content PKCS7 Padding

AE.Enc

nonce

metadata encrypted msgnonce

13

K

KDF AE.Enc

metadata

src dst timestamp nicknamemsg id

No metadata integrity!



E2E: Saving nonces 
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Reflection Attacks Replay Attacks



E2E: Saving nonces
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Store n
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✅

Reflection Attacks Replay Attacks

Messages can be reflected/replayed!



What went wrong?
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NaCl

17
API does not support AD!



Backwards compatibility

18
Bad crypto design!
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What do we want?

E2E

C2S C2S
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E2E Protocol
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C2S Protocol*
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* Simplified, details omitted
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Deja-vu?
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Cross-Protocol Attack

👩 😈

K←X25519(sk
A
, pk

S
)

Enc(K, 0x01 || σ || 0x01) 
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=K
vouch

 in C2S

=Enc(K
vouch

, epk)

A valid vouch box appears!

E2E(sk
A
, pk

A
)

My E2E public key is pk
S
!

Can you send me σ as a text message?



What went wrong?
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NaCl

#include "crypto_box.h"

std::string pk;

std::string sk;

std::string n;

std::string m;

std::string c;

c = crypto_box(m,n,pk,sk);
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NaCl

#include "crypto_box.h"

std::string pk;

std::string sk;

std::string n;

std::string m;

std::string c;

m = crypto_box_open(c,n,pk,sk);
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A
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NaCl
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c = Enc(m, n, pk
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DH + KDF + SK Enc
…what’s missing here?



NaCl
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c = Enc(m, n, label, pk
A
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B
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m = Dec(c, n, label, pk
B
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A
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DH + KDF + SK Enc
…what’s missing here?



NaCl
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Server Hello: "CurveCP-server-M\0\0\0\0\0\0\0\0",
Vouch: "CurveCPV\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0",

Client to server: "CurveCP-client-H\0\0\0\0\0\0\0\0",
Server to client: "CurveCP-server-M\0\0\0\0\0\0\0\0"



Key Separation
Domain Separation

NaCl
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Key Separation
Domain Separation

NaCl

33Nonce Separation
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Conclusions
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Jacques Gabriel le Fils Huquier (1730 - 1805) - Vue des Enfers



Conclusions
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- Missing incentives to keep your crypto up-to-date!

- Library APIs can lead to bad design!

- Backwards compatibility is an obstacle to secure 

design!
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Extra Slides
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What do we want? A Secure Channel!

C2S C2S
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Secure Channels in 2012
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2008: TLS 1.2

2013: Chrome supports 
TLS 1.2



Secure Channels in 2012
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CurveCP
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The C2S Protocol: Handshake

👩 (a, A=ga) (s, S=gs)

(x, X=gx)←KeyGen()
r
A
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(y, Y=gy)←KeyGen()
r
s
←rand()
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The C2S Protocol: Handshake

👩 (a, A=ga) (s, S=gs)

(x, X=gx)←KeyGen()
r
A
←rand()

X, r
A

Enc(K
0
, Y || r

A
), r

S

K
0
←X25519(s, X)

(y, Y=gy)←KeyGen()
r
s
←rand()

K
1
←X25519(x, Y)

K
2
←X25519(a, S)

vouch ←Enc(K
2
,X)

K1 will be used as session key
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The C2S Protocol: Handshake

👩 (a, A=ga) (s, S=gs)

(x, X=gx)←KeyGen()
r
A
←rand()

X, r
A

Enc(K
0
, Y || r

A
), r

S

K
0
←X25519(s, X)

(y, Y=gy)←KeyGen()
r
s
←rand()

K
1
←X25519(x, Y)

K
2
←X25519(a, S)

vouch ←Enc(K
2
,X)

Vouch binds the eph key
with the long-term key
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The C2S Protocol: Handshake

👩 (a, A=ga) (s, S=gs)

(x, X=gx)←KeyGen()
r
A
←rand()

X, r
A

Enc(K
0
, Y || r

A
), r

S

K
0
←X25519(s, X)

(y, Y=gy)←KeyGen()
r
s
←rand()

K
1
←X25519(x, Y)

K
2
←X25519(a, S)

vouch ←Enc(K
2
,X)

The vouch box has no freshness!
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The C2S Protocol: Handshake

👩 (a, A=ga) (s, S=gs)

(x, X=gx)←KeyGen()
r
A
←rand()

X, r
A

Enc(K
0
, Y || r

A
), r

S

K
0
←X25519(s, X)

(y, Y=gy)←KeyGen()
r
s
←rand()

K
1
←X25519(x, Y)

K
2
←X25519(a, S)

vouch ←Enc(K
2
,X)

Assume an attacker leaks x…

…they can recover vouch and re-play it to impersonate Alice 
without knowing her long-term key
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What went wrong?
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What went wrong?
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